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INTRODUCTION

OBJECTIVES

This document provides SharePoint administrators instructions to install XtraShare 2010 for
SharePoint Technologies.

CONVENTIONS

The following table lists the acronyms used in this document.

Acronym Stands for

SPF SharePoint Foundation (v4)

MSS Microsoft SharePoint Server 2010

CA Central Administration (refers to a SharePoint server that hosts a Central
Administration site)

WFE Web Front-End (designates a SharePoint server with the Web Application
Role)

WHAT IS XTRASHARE FOR SHAREPOINT?

XtraShare for SharePoint is a premium solution designed to help administrators manage
extranet sites as well as internet sites based on SharePoint Foundation 2010 or Microsoft
SharePoint Server 2010.

XtraShare for SharePoint allows administrators to very easily and quickly deploy SharePoint
sites beyond the firewall, by removing the pre-requisite of a Windows domain to host
groups and users. XtraShare for SharePoint provides an intuitive and easy-to-use interface
to manage groups, users, send credential notifications to external users, activate Forms-
based authentication with or without anonymous access, as well as assign users and groups
to SharePoint sites through a SharePoint sites tree view.

ARCHITECTURE

XtraShare was developed using a multi-tier architecture. The different tiers of XtraShare are
the following:

e A SQL server database used as the authentication store

e A .NET business layer (also exposed through a web service)

e A multilingual graphical user interface developed in ASP.NET AJAX and fully
integrated with the SharePoint environment.

e Standard ASP.NET role and membership providers to manage user authentication
on SharePoint sites

rlouNx © 2012 RiolLinx. All rights reserved.
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SYSTEM REQUIREMENTS

SERVER REQUIREMENTS

You can install XtraShare for SharePoint 2010 on a server that meets the following
requirements:

e Windows Server 2008 or Windows Server 2008 R2, with 1IS activated and User
Access Control disabled (cf. http://technet.microsoft.com/en-
us/library/cc709691(WS.10).aspx#BKMK S3)

e SharePoint 2010 web front-end server(s) configured to use SQL Server or SQL Server

Express , with
o SharePoint Foundation 2010 (at a minimum) or
o Microsoft SharePoint Server 2010
e SQL Server (or SQL Express) 2008 or 2008 R2
e SharePoint Language
o Installation Language: English, German, French, Spanish, Portuguese
(Portugal), Portuguese (Brazil) or Danish
o Alternatively: any installation language with (at least) one of the following
SharePoint 2010 Foundation Language Pack: English, French, Spanish,
Portuguese (Portugal), Portuguese (Brazil) or Danish

Important note: XtraShare 2010 must be installed on a server hosting a SharePoint Central
Administration site.

INSTALLATION AND SERVICE ACCOUNT REQUIREMENTS

The account used to install XtraShare must be the same account used to install SharePoint.
Alternatively, you can use an account with the following requirements:

e Member of the local Administrator's group on the server where it is installed

e Member of the SharePoint Farm Administrator's group

e Database Owner (db_owner permissions) on the SharePoint Configuration Database

e Database Owner (db_owner permissions) on the SharePoint Central Administration
Content Database (this is necessary in order to create the XtraShare Administration
Site as a sub-site of the SharePoint Central Administration site)

The account used to install SharePoint fits all the requirements above.
The account used to activate XtraShare on a web application must:

e be a member of the Farm Administrator's group

) l ) ¢ © 2012 RioLinx. All rights reserved.
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e have sufficient rights to deploy SharePoint solution packages (with assemblies going
to the Global Assembly Cache). This usually translates to the following requirement:
be a member of the local Administrator's group on all front-end web servers
(typically, the account used to install SharePoint fits these requirements)

Important Note: If SharePoint was installed in Standalone (ie. Single Server) mode, the NT
AUTHORITY\NETWORK SERVICE account must be added to the Local Administrators group
on the server

( l X © 2012 RiolLinx. All rights reserved.
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INSTALLATION AND CONFIGURATION

HOW TO INSTALL XTRASHARE

After checking that the system requirements (listed in the previous paragraph) are enforced,
please go through the following steps:

e Download XtraShare_2010.msi from http://www.rl-soft.com
e Connect to the SharePoint server that hosts the SharePoint v4 Central
Administration (although it can be accessed from all the WFE servers, the Central

Administration is typically only installed on the first SharePoint server in your
farm).

e On this server, double -click on the XtraShare_2010.msi file

e Once the setup wizard has launched, click on the Next button, read the end user
license agreement and confirm that you agree to its terms. Press Next.

e Please check that you agree with the default installation folder path or modify it
if necessary. Click Next. The following window appears:

ﬁ traShare 2010 for SharePoint TE_::hnoiogi_E STet-up = e
- — .-—--—-—-——-*-—-- Y
Ready to install XtraShare 2010 for SharePoint Technologies rl
Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard,
[ Back ][ Install ] [ Cancel ]

e Click on « Install » to proceed with the installation. Depending on your SharePoint
farm environment, this step may take a few minutes. This is the normal behavior and
you should wait until the next screen appears.

Note: If the installer throws a 2869 error, please refer to the Troubleshooting

section.

) l ) ¢ © 2012 RioLinx. All rights reserved.
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4 XtraShare 2010 for St

Installing XtraShare 2010 for SharePoint Technologies rl"E

Please wait while the Setup Wizard installs XtraShare 2010 for SharePoint Technologies.

Status:

[ Back ][ Mext ] [ cancel |

e The installation is complete when the following screen appears:

i 'i.. Share 2010 for SharePoint Technologies Setu (=

Completed the XtraShare 2010 for
SharePoint Technologies Setup Wizard

Click the Finish button to exit the Setup Wizard.

[ Back ]i__Fl'lsh i [ Cancel

) Click on “Finish” to exit the installation wizard.

fIO[INX © 2012 RiolLinx. All rights reserved.
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HOW TO INITIALLY CONFIGURE XTRASHARE

At the same time as the screen above appears, an Internet Explorer window opens the
XtraShare Administration site, hosted in the Central Administration site. The site’s home
page lists all the pages available in the administration site, grouped in 3 sections: Users and
Groups Management, License Management and Deployment, as shown in the screenshot
below:

|
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When XtraShare is installed for the first time, no database is created to act as the users and
groups store. In the Deployment section, please click on Database Configuration.

v Deployment 3

g ¥ —| Database Configuratid 3

9" =| xtrashare Fu:rms-Basei}\uthenticaticn (FBA) Configuration :
Y W - SN PR T RPP W

The following page appears:

g]'ra—repﬂinrm-_n XtraShare » Database Configuration

Users and Groups Management * | Deployment = License Management =

P EitraShare Database
Central Dtahane Senasr
Administration

q
A
|

1t faree XtraShare Database
Lk b
XtraShare

database, enber an existing database server [SQL Server 2005
12 R2) ard & mew databss: rane Accaas authardication 1o database

4
¥ windows Authentication (recommended)
SQL Authentication
Passvweard _§
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<
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The page is pre-filled with the Database Server name used for the SharePoint Configuration
database. You can specify another SQL Server instance, but it is recommended to us the
database server suggested on this page.

Here are the steps you should follow to properly configure the XtraShare database:

e Check that the database server name is correct,

e Update the database name if necessary (the user interface suggests “XtraShare”
by default). Note that if the database already exists on the database server, with
the name specified, XtraShare will connect to the database and will not delete it.

e Select Windows Authentication to create the database using the Farm Service
account or select SQL Authentication to specify a SQL user.

e Click OK to create or connect to the database.

e Once the database is created/connected, the following message appears to
confirm that the creation went well.

L]
\1) The database was properly set up. Please click on the "Xtrashare’ link above to continue.

You can now proceed to manage your users and activate the forms-based authentication on
your web sites

By default, 2 groups and 1 user are created:

e The “Administrators” group: This group contains the XtraShare administrators (who
by default can access all the XtraShare-enabled sites as well as all delegated
administration sites). It can be edited but cannot be deleted.

e The “Default Group” group: By default, newly created or users who self-register on
your site will be assigned to this group, unless another group is assigned to them
(the default self-registering group is also configurable on each web application).

e The “Admin” user: this is the default administrator user, who can access any site
enabled with XtraShare (as a member of the “Administrators” group). Its default
password is “pass”. We strongly recommend to update its password by using the
“Reset Password” contextual menu in the Users Management page, and to update
its email address (in order for him to receive email notifications).

( l X © 2012 RiolLinx. All rights reserved.
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List of groups

Instant search: |

Name Description Organization
adriinistrators wtraShare Administrator group Default Organization
Default Group Default group for newly created users Default Organization

Central
Administration
‘A Recycle Bin Instant search:
ﬁ All Site Content Login Email First name Last name Locked out Enabled D.A.
-\o;vj - Acmndcompany.com Admin Admin ‘
[® Select
¥ Edr $
Q Delete
4 Reset Password |
54 Send account i ion
A ‘ t A i 3
> "‘“\-"‘.‘ \-f'.""“\oda-l s o S N‘
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This is a screenshot of the Groups Management page right after the database creation:

Browse

& _"L"gFi—an'rePointzmo XtraShare » Manage groups

Users and Groups Management = Deployment - License Management =

Central
Administration

E Recycle Bin Instant search:

(2 all site Content

Description

Administrators x¥traShare Administrator group

Default Group

Instant search:

No group is selected or the group is empty.

Default group for newly created users Default Organization

Users in selected group

List of groups

Organization

Default Organization

)
3

This is a screenshot of the Users Management page right after the database has been

configured:
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HOW TO ENABLE XTRASHARE FORMS-BASED AUTHENTICATION (FBA)

Once the database configuration is done and you have created/updated your default users,
the last step is to enable the XtraShare Forms-Based Authentication on a SharePoint web

application.

Before enabling XtraShare on a SharePoint web application, make sure that the user
connected to the SharePoint Central Administration has the following security privileges:

It is a member of the Farm Administrator's group
It has sufficient rights to deploy SharePoint solution packages (with assemblies going

to the Global Assembly Cache). This usually translates to the following requirement:
it is a member of the local Administrator's group on all front-end web servers
(typically, the account used to install SharePoint fits these requirements)

Before enabling XtraShare on a SharePoint web application, please verify that your web

application complies with the following requirements:

1. The web application was created using Claims Based Authentication (Not Classic

Mode Authentication).

This can easily be verified on the “Manage web applications” page of the SharePoint
Central Administration by selecting the web application and clicking on
Authentication Providers” in the SharePoint Ribbon.

If your web application is configured with Classic Mode Authentication, please follow
the directions in this Microsoft TechNet article to migrate to Claims Based

Authentication.

Web Applications
b [ Manage Features Y _é?
i\ {é} @: hManaged Paths l—g 5 $3
e General Authentication Self-Service Site
Settings - ._.l_ Service Connections Providers Creation =]
Manage Security

Mame

ment  SharePaint - G0

Web Application Authentication
Providers

Configure the membership and rolf
providers that are used to
authenticate uzers perWeh

SharePoint Central Administrat
M B ‘.—."—‘"*'-ﬁ-‘. s

e APElLARRR s s,

Authentication Pre

Zane ]

Default c

embership Provider Name

laims Based Authentication

2. All the Zones use the NTLM provider (not the Negotiate/Kerberos provider)

r

LiNX
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To verify this setting, click on each Zone

Mermbership Provider Name

Claims Based Authentication

and scroll to the “Claims Authentication Types” section.

Types I

Claims Authentication
Enable windows Authentication '

hoose the type of
W I_

uthentication you want ta Integrated windows authentication
se fFor this zone,

Egntiate EKerberusj is the . .......... 7 .I ............................................................................................ I
ecommended securiky i ;
DnFlguratlnn ko use with Negotiate [ Erhems}

Vg a5 AP imaclaa T s

Make sure that NTLM is selected, and if not, select it and press the “Save” button at
the bottom of the page.

Once you have verified that your web application complies with the requirements above,
navigate back to the XtraShare Administration site. Then use the convenient drop-down
menus available on all pages of the XtraShare administration site to navigate to the
“XtraShare Forms-Based Authentication Configuration (FBA)” page

Users and Groups Management = Deployment = License Management = r
Central Select a Datab:se Cn::nﬁguratln:rclI h f
. Administration .. XtraShare Forms-Based Aut entmatmn |gurat|cm

The following screen appears:

RarePointan: XrasShare » XiraSkare Foa

L]

- Depkryreast -
A by el ol s

P Prpa— - ok b s s mapny

fabeck 5 Tone
i - Pa— ook . Oy the ssleined fone il pes T Nl Sharefeiat - it {Dafask

Pomees- Bt Aeernration, The wiher pecs. i war Her hevaerd Wivers
suibapieates

ferbred e Artark e

T ik prou il ey oo i o v mhm o gy Froms iy e i

Kl

B T e i T T e A e T S P s ¥

Diwfandk Group

& eeni
A e e e B N ol et i A W e b e S e B\, iy i g i s il i e i P
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On this page, you can adjust the following settings:

1. Select the web application which you want to enable with forms-based
authentication on
Select the SharePoint zone of the web application
Activate or de-activate the XtraShare Forms-Based Authentication by setting the
XtraShare authentication radio-button to On or Off

4. Enable the anonymous authentication on the root web site of the selected web
application. If you do so, a Login Web Part will automatically be added to the
default.aspx page of your root site.

5. Select the default group of self-registering users (in case the self-registering
mechanism is used).

The screenshot below shows a web application where XtraShare is about to be
configured on the Extranet zone, with anonymous access on the root site collection.

Web Application: | hitp:f/ " W B000S -

Select a zone in the selected web application:
SharePoint - extranet.company.com&0 (Extranst)

¥traShare authentication is:
() On
Off

ANonNymous access is:

.........

i@ on

.........

LGS VYU Yoy 1 Py

f
5
)
Q
4
b
¢
¥
‘
;
¢
%

Once you have properly configured these settings, press OK and wait a few moments before
the XtraShare activation is complete.

You can now start using your XtraShare-enabled site with the Administrators users only. To
add other users and for more information, please refer to the XtraShare User Guide.

) l ) ¢ © 2012 RioLinx. All rights reserved.
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HOW TO UPGRADE XTRASHARE

Upgrading XtraShare to a new version is relatively straightforward, but it is critical that you
thoroughly follow the steps below. Some of those steps are optional, depending on the level
of customizations you have performed. For instance, if you have manually modified the
XtraShare resource files, you will have to perform those optional steps.

1.

rog

(Optional) Back up any XtraShare resource file (exs.[LCID].resx files in any XtraShare-
enabled web application’s App_GlobalResources folder) you may have modified
Stop the World Wide Web Publishing Service (for instance with “net stop w3svc”)
on all web front-end servers in your SharePoint farm in order to avoid any lock
error on XtraShare files that are upgraded.

Run the latest XtraShare installer, which will take care of upgrading all the necessary
files.

(Optional) Compare the XtraShare resource files you have backed up in step #1 with
the new resource files. If no key has been added, you can safely overwrite the
resource files. Otherwise, you will have to incorporate all your customizations into
the new resource files.

Restart the World Wide Web Publishing Service (for instance with “net start w3svc”).
Connect to the Database Configuration page in the XtraShare Administration Site,
check the Upgrade database schema checkbox and press the OK button.

X © 2012 RioLinx. All rights reserved.
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TROUBLESHOOTING

INSTALLATION ERRORS

|2869 ERROR

The XtraShare installer might unexpectedly stop and report a 2869 error, as shown in the
screenshot below:

i'-.‘!r" XtraShare 2010 for SharePoint Technologies Setup 1 =]

Installing XtraShare 2010 for SharePoint Technologies rl

Please wait while the Setup Wizard installs Xtrashare 2010 for SharePoint Technologies,

¥traShare 2010 for SharePoint Technologies E
Status;
. Theinstaller has encountered an unexpected eror —_—
— 8

~—— inztalling thiz package. This may indicate a problenm with
thiz package. The eror code iz 2869,

Back | Mexk | Cancel I

The most likely cause of this issue is because User Access Control has not been disabled on
the server where XtraShare is to be installed. Please follow the steps at
http://technet.microsoft.com/en-us/library/cc709691(WS.10).aspx#BKMK S3 to turn off
UAC, reboot the server and try running the installer again.

SIGN IN ERRORS

After installing and upgrading XtraShare, you might see the following error message while
trying to sign in with an XtraShare account (on an XtraShare-enabled web application):

e Error

An unexpected srror has accurred.
Troubleshoot issues with Micrasoft SharePoint Foundation.
Caorrelation ID: 8a27d5ea-532b-4874-ad13-56ddbe622310

Date and Time: 2/16/2011 11:45:23 4M

+ Go back to site

If that is the case, there are 2 possible reasons for this reason:

1. InlIS Manager =» Application Pools, check the service account used to run the
SecurityTokenServiceApplicationPool. If that account is not a farm account or is not
an account used to run a SharePoint web application pool (which is generally the

) l ) ¢ © 2012 RioLinx. All rights reserved.
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case in complex deployments with separate services accounts), the XtraShare code
does not automatically grant this account owner permissions to the XtraShare
database. You will thus need to grant this account db_owner permissions to the
XtraShare database configured in the previous step.

2. In other instances (mostly during upgrades), the .NET Framework hangs to previous
versions of the XtraShare assemblies. The solution is to run “iisreset” from the
command line on all the SharePoint web front-end servers and delete all the folders
in the following folder:
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\Temporary ASP.NET Files
This will reset the .NET Cache and allow you to connect to an XtraShare-enabled site
with XtraShare credentials.

( l X © 2012 RiolLinx. All rights reserved.
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HOW TO UNINSTALL XTRASHARE

Before uninstalling XtraShare, please follow the steps below:

1. Navigate to the “XtraShare Forms-Based Authentication (FBA) Configuration” page in
the XtraShare Administration site

2. Check each web application/zone and verify that XtraShare is not enabled on any of
these web applications/zones. If so, deactivate XtraShare from all the web
applications where it might have been enabled.

Next, uninstall XtraShare from Programs and Features:

i@ Programs and Features

0( )v ﬁ + Control Panel = Programs = Programs and Features

- @I I Search Programs and Features

Control Panel Home: Uninstall or change a program

Wiew installed updates

'&' Turn Windows features on or aff

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair,

1

Install a program from the network s - Unmeie] Ry <
_Ni-l'n_e - | vI Publisher | vI Install... | vI Size I;
L Microsoft \MET Framework 4 Client Profile Microsoft Corporation a/19/2010 35.5 MEg
L Microsoft \MET Framework 4 Extended Microsoft Corporation a/19/2010 51.9 M;
(" Microsaft Filker Pack 2.0 Microsoft Corporation 11/19f2010 6,76 MB
[m7Micrasaft Server Speech Platform Runtime (x64) Microsoft Corparation 11/19/2010 5.21 M;
("I Micrasaft Server Speech Recognition Language - ... Microsoft Corporation 11/19/2010 29.6 MB
DMicrosoFt SharePoint Foundation 2010 Microsoft Corparation 12f6fz010
w Microsoft Silverlight Microsoft Corporation 121312010 34,6 M
|3 Micrasaft SQL Server 2008 (64-bit) Micrasaft Corparation 12f6f2010
| Micrasoft SQL Server 2008 Analysis Services ADO.., Micrasoft Carporation 11/19/2010 1.76 M
[ Micrasaft SQL Server 2008 Browser Microsoft Corporation 12f6f2010 7.94 ME
|3 Microsaft SQL Server 2008 Mative Client Microsoft Corporation 12{2fz010 6,36 M
| Micrasaft SQL Server 2008 Setup Suppart Files Microsoft Corporation 12f6f2010 35,4 M
|3 Microsaft SQL Server VS5 Writer Micrasoft Corparation 1zfefz010 3,59 ME
(=7 Micrasoft Sync Framework Runkime +1,0 (x64) Microsoft Corparation 11/19/2010 802 KB
|5 SGL 2008 RZ2 Reparting Services SharePaint 2010 .., Micrasoft Carporation 11/19/2010 15.7 MB
\n'Mware Tools Whware, Inc. gf1efzo10 22,1 MB
'i,' l are 2010 For SharePoink Technologies RL Soft: 1 110 4,15 MEy

Support link: Bttp: {fwnene . rl-soft, com
Update information: btkp:/ fese, rl-soft,com

R R Ny

rl RL Soft Product version: 2.0,3.0

Help link: httpe f v, rl-soft, com
ot o ol s Bt s et Al .

Once the XtraShare installer has finished running, run the following command line to
complete the uninstallation:

"% COMMONPROGRAMFILES%\Microsoft Shared\web server extensions\14\bin\stsadm"
-o copyappbincontent

LiNX
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